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MWHUCTEPCTBO OEPA30BAHMUA N HAYKU POCCUACKOW ®EQEPALIUK

DENAPTAMEHT FrOCYOQAPCTBEHHOW NOJIUTUKU B COEPE
OBLLEFO O6PA30OBAHUA

MMCbMO
ot 14 mas 2018 r. N 08-1184

O HANPABJIEHUN UHOOPMALINU

[enapTamMeHT rocyaapCTBEHHOM NONUTKKM B cdoepe obLero obpasoaHmsa MuHobpHayku Poccum HanpaensieT
Onsi cBegeHus paspaboTaHHble BpemeHHow komuccuen Coseta depepauuv no pasBUTUIO MHEAOPMALMOHHOIO
obLLecTBa METOANYECKNE PEKOMEHAALIMN O Pa3MELLEHNM Ha MHPOPMALIMOHHBIX CTeHAAX, oduLManbHbIX MHTEPHET-
canTax u apyrmx nHpopmaLMoHHbIX pecypcax obLeobpa3oBaTenbHbIX OpraHM3aLmin U OpraHoB, OCYLLECTBSIOLLIMX
ynpaBneHue B coepe obpasoBaHus, nHdopmaumm o 6e30nacHOM NoBeAEHUN U UCMONb30BaHUN ceTn "MIHTepHeT".

OupekTop [enaptameHTa
A.E.TMETPOB

MpunoxeHne

METOOAWYECKUE PEKOMEHOALIUA
O PASMELLEHUUN HA UHOPOPMALIMOHHbLIX CTEHOAX, O®ULIMATIbHbBIX
WHTEPHET-CAUTAX U OPYITMX UHO®OPMALIMOHHBLIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFTAHU3ALIUA U OPTAHOB, OCYLLIEECTBNAIOLWNX
YNPABJIEHUE B COEPE OBPA30BAHUA, UH®OPMALIUN O BE3ONMACHOM
NOBEAEHUU N UCMNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamum BpemeHHon komwmccum CoseTa Pepepauum no pasButUO MHAPOPMALMOHHOMO
obuiecTBa B paMKkax BbIMOMHEHWSI pEKOMEHAALNA NapnaMeHTCKMX criyliaHuin "AkTyanbHble BONpockl obecneyeHust
©e30nacHOCTU 1 pas3BUTUSA AeTeln B MHOPMALMOHHOM NpocTpaHcTBe", koTopble npowwnun B Coete ®enepauun 17
anpens 2017 r., 6binu paspaboTaHbl METOANYECKME PEKOMEHAALMM O pa3MeLLLEHUM HA MHOPMALIMOHHbIX CTeHAaX,
odmumManbHbIX MHTEPHET-CaWTax U OpYrMx MHOPMALMOHHLIX pecypcax oblieobpasoBaTeribHbIX OpraHu3auum m
OpraHoB, OCYLLECTBISAOWMX ynpaBrneHne B cdepe obpasoBaHuss, MHpopMaumm o Ge3onacHOM MnoBeAeHVM U
ncnonb3oBaHuM cetn "UIHTEpHET" (Qanee - MeToau4eckMe pekomeHgaumm).

MeToauyeckne pekoMeHZaAUUM HanpasfieHbl Ha KayeCTBEHHOE MOBbILUEHWE YPOBHS MHGOPMALMOHHON
AesiTenbHOCTM 06LLeobpa3oBaTenbHbIX OpraHM3auMini U OpraHoB, OCYLLECTBMAIOLWIMX YrpaerneHne B cdepe
o6pa3zoBaHusi, B YaCT MHDOPMUPOBAHUS YYaLLMXCS, UX POAUTENeN (3aKOHHbIX NpeacTaBUTenen) 1 negarornyecknx
paboTHMKOB 06 OCHOBHBIX acnekTax MHOPMAaLIMOHHON Ge30MacHOCTK.

MeToanyeckme pekomMeHdauum no3BonsAT  obweobpasoBaTenibHbIM — OpraHu3aumMsim 1M opraHam,
OCYLLIECTBNAIOLNM ynpaBreHne B chepe obpa3oBaHMs, akTyanmsmMpoBaTh YXKe MCNONb3yeMble U pa3MeLLeHHbIe
MHOPMALMOHHBIE MaTepuanbl, Tak U MOArOTOBUTb MX B Clydae WX OTCYTCTBUSA C YYETOM JyudllMX MPaKTUK U
pekomeHaauunin.

B pamkax MeToanyecKMx pekoMeHOauun paccMaTpuBaloTCs CreayoLwme MHCTPYMEHTHI:
1. MHpOPMALIMOHHbIE CTEHAbI;

2. opmumanbHble UHTEPHET-PECYPChI;
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3. cpecTBa MaccoBoW MHhopMauum (LLUKOSbHbIE ra3eThbl, Negarorniyeckne n3gadms n gpyrve).
MHdopmaLmnoHHbIe cTeHAbI

Ha uWHdopMaumnoHHbIX CcTeHgax B 00Leobpa3oBaTenbHbIX OpraHM3auusix, pPacnofioXeHHbIXx B doie
yypexneHuin n B KabMHeTax, OCHaLLEeHHbIX MepcoHanbHbIMU YCTPOWCTBaMKU ONns Bbixoda B ceTb "HTepHeT",
peKOMeHAyeTCs pa3MeCcTUTb MH(OPMAaUNOHHbIE MaMSITKMA, cogepXaliMe OCHOBHble COBEeTbl MO obecnedeHuto
NHOPMaLMOHHON 6e30NacHOCTY yYaLlUXCs.

B NPUNOXeHnn N 1 K meTognyeckmm pekoMmeHgaumnam npencrasrieH O6p338LI, namMmATKN ONna pasmMmelleHna Ha
MHd.)OpMaLI,MOHHbIX cTeHaax.

CpeactBa maccoBoun nHdopMaummn

B cpencrteax MaccoBOu MH(bOpMaLI,I/IM, OPUEHTUPOBAHHbLIX Ha o6yqarou.|,mxc;|, pekomeHOyeTca B TeYeHue
yqe6Horo roga peryndapHo I'Iy6J'II/1KOBaTb I/IHCbOpMaLLMOHHbIe MaTepuanbl, NOCBALWEHHble OTAelIbHbIM achnekTtamMm
MHd.)OpMaLI,MOHHOﬁ 0e30nacHoOCTH, a Takke pa3nnyHble NaMATKn o6u.|,ero XapakTtepa.

B cpegctBax MaccoBoW  MHpOpMauUW, OPUEHTMPOBAHHbLIX Ha NeAarorndeckyto  OOLEeCTBEHHOCTb,
pekomeHayeTCsd B TedYeHMe KaneHgapHoro roga perynspHo nybnukoBaTb WHQOpMaLWOHHbIE MaTtepuansl,
MOCBSILLLEHHbIE OTAErNbHbIM - acrnekTtam WHgopMaLMoHHON 6e30MacHOCTM Kak HeCOBEpLUEHHONETHUX, Tak W
obuweobpasoBaTenbHbIX OpraHu3auun, a Takke pasfuyHble namATkn, 0630pbl  HOPMAaTMBHO-NPaBOBOrO
perynupoBaHus AaHHoW cpepbl 1 MHPOPMALIMIO O aKTyanbHbIX MEPONPUATUSIX 1 COBLITUAX B AaHHOW cdepe.

B xoge nposeaennst EquHoro ypoka no 6esonacHocTu B ceth "NHTepHeT" pekomeHayeTcst obecneyvnTb BbiMyCck
TEMAaTMYECKOro BbiMycka CpeacTBa MaccoBOM MHApopmauumn nnubo cepum nybnukaumi, cpeam KoTopbiX pacCMOTPETb
OpraHn30BaHHbIE MEPONPUATUSA ON1S 00yYatoLMXCS, UX poguTenen (3akoHHbIX NpeacTaBuTENENn) 1 negarornyeckon
06LEeCTBEHHOCTW.

OdmumanbHbie UHTepHeT-pecypcehbl
O6LweobpasoBaTenbHbIM OpraHM3auuam PeKOMEHAYeTCs Ha CBOMX oduumanbHbiX VIHTEpHeT-pecypcax

obecneunTb YHKLUMOHMPOBAHME CaMOCTOSITENBHOIO M Ccneunanua3npoBaHHoro pasgena "HdopmaumoHHast
©e3onacHoOCTb", B pamkax KOTOPOro NpeaycMoTpeTb pa3MeLLeHmne crieaytoLlen nHdhopmMmaumm:

N Paspen/nogpasgen | ®opmaT npeacraBneHus CogepxaHne matepuanos
mMaTepuanos
1. |JlokanbHble Konnu 1oKyMeHTOB B PasmellaroTca Konun JOKYMEHTOB, T.€.

HOpMaTMBHblE akTbl B | dopmaTe *PDF CKaHUPOBaHHbLIN BapuaHT JOKYMEHTa,
chepe obecneveHus COOTBETCTBYIOLLMIN TPEOOBaHUSAM K
MHdOPMaLMOHHON napamMeTpam CKaHMpPOBaHUSI.
6esonacHocTn PasmeLyatoTcst LOKYMEHTHI,
obyvaromxcs pernaMmeHTUpytoLLmMe opraHu3aumio

paboTy C NepCcoHanbHbLIMW AAHHBLIMU,
nnaHbl MEPONPUSATUIA N0 06ecneveHmto
MHpOpMaLMOHHOM Be30nacHOCTU
obyyvarouxca v gpyrue.

2. |HopwmatusHoe Konnu 1OKyMEHTOB B My6nukytoTca akTyanbHble CBEAEHWS O
perynuposaHue dopmate *PDF deaeparnbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BriacTu 1 gpyrue
HOPMaTUBHO-NPAaBOBbIE AOKYMEHTHI,
pernameHTupylome obecneveHune
WMHOpMaLMOHHOM ©e30nacHOCTU
HecoBepLUeHHONEeTHMX. [lonyckaeTtcs
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BMECTO KOMUiA pasmelllaTb rMnepccbinku Ha
COOTBETCTBYHOLLME OOKYMEHThI Ha canTax
OpraHoB rocyapCTBEHHO BMNacTu.

3. MNeparormyecknm TekcT Ha cTpaHuue Pasmeluatotca metognyeckue
paboTHUKaMm canTa pekoMeHAauun N ykasblBaeTcsi
Konuu oOKyMeHTOB B WHopmaLmsa 0 MepONPUATUSIX, MPOeKTax
dopmarte *PDF W nporpaMmmax, HanpasreHHbIX Ha

noBblILLEeHe UHHOPMaLMOHHOM
rPamMoTHOCTM Nefarorniyecknx paboTHUKOB.

4. | OB6yyvarowmmes TekcT Ha cTpaHuue PasmelyaeTtcs MHopmMaunoHHas namsaTka
caunTa (npunoxexue N 2) n ykasbiBaeTcs
UHOpMaLNS O MEPONPUATUSAX, MPOEKTaX
W NporpaMmmax, HanpasfeHHbIX Ha
noBbILWEeHe UHHOPMaLMOHHOM
rPamoTHOCTM OBy4aroLLmxcs.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CTpaHuLe Pasmellaetca nHgpopmMaLmoHHasa namsitka
npeacTaBuUTensm) caunTa (npunoxexune N 3).
obyyaroumxcsa

6. |[Hetckune BesonacHble | TekCT Ha cTpaHuue PasmelyaeTtcs nHdopmaums o
canThbl caunTa pekoMeHAyeMbIX K UCNONb30BaHMIo B

y4ebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX 4ETCKUX CanTOB.

OpraHam, ocyLLecTBAILWNM ynpaBrneHne B cdhepe obpa3oBaHnA, PeKOMEHOYETCS Ha CBOMX ouLmanbHbIX
MHTepHeT-pecypcax obecneunTb (YHKLMOHMPOBAHNE CaMOCTOATENBHOIO WM CheuuanuaMpoBaHHOrO pasaerna
"MiHcbopmaumoHHasa 6e3onacHOCTb", B paMkax KOTOPOro NpeayCcMoTpeTh pa3MmeLLeHne cnegyowen nHpopMaumm:

MpunoxeHne N 1

NAMATKA ]
NS OBYYAIOLLMXCSA OF MHOOPMALIMOHHOM BE3OMNACHOCTM AETEM

HENb34

1. Bcem nogpsig coobuiatb CBOK YacTHYK MHOpMauuio (HacToswme umd, damunuio, TenedoH, agpec,
HOMep LUKOSbI, @ Takke poTorpadmm cBon, CBOEN CEMbU 1 APY3en);

2. OTKpblBaTb BMOXeHHbIE halinbl 31IEKTPOHHOM MOYThI, KOr4a He 3Haellb OTrpaBuUTens;
3. MpybuTb, NnpuanpaTbCs, oka3biBaTb AaBEHNE - BECTU cebs1 HEBEXITMBO U arpeCCUBHO;
4. He pacnopsixancsa geHbramm TBOen cembn 6e3 paspeLleHns cTapLumx - Bcerga crpallvBan poautenen;

5. He BcTpeyvanca ¢ NHTepHeT-3HAKOMbIMU B peanbHOW >XMU3HW - MOCOBETYMUCH CO B3POCHbIM, KOTOPOMY
JoBepseLlb.

OCTOPOXHO

1. He Bce nUWyT Npasay. YuTaellb o cebe Henpasay B VlHTepHeTe - coobLm 06 3TOM CBOMM poouTenam nnn

KoncyanaHTl'Imoc www.consultant.ru Crtpanuua 4 u3 15

HageXHas npaBoBas noaaepxka


http://www.consultant.ru/
http://www.consultant.ru/

<lMucbmo> MuHobpHaykm Poccum ot 14.05.2018 N 08-1184
"O HanpasneHun nHdopmaummn”
(BmecTe ¢ "MeToaMyecknMn pekoMeHaaUmMsIMu O...

HokymeHT npepoctasneH KoHcynbTaHT noc
[arta coxpaHeHnus: 17.07.2018

ornekyHam;
2. MNpurnawatoT nepenucbiBaTbCs, UrpaTb, 0OMeHNBaTLCS - NPOBEPL, HET NN NOLBOXA;
3. He3akoHHoe konuposaHue ¢hainos B VIHTEpHETe - BOPOBCTBO;
4. Bcerga pacckasbiBal B3pocbiM 0 Npobriemax B CETU - OHWU Bcerga noMoryT;

5. Wcnonb3yin HacTpolikn 6e30nacHOCTV M NpUBaTHOCTM, YTODbI HE MOTEPSITL CBOM aKkKayHTbl B COLICETSAX M
APYrux nopranax.

MOXHO
1. YBaxawn apyrux nonb3oBaTenewu;
2. Nonb3yelwwbcs IHTEPHET-UCTOYHUKOM - [iernal CCbIfKy Ha Hero;
3. OTKpbIBaN TONbKO TE CChINKKU, B KOTOPbLIX YBEPEH;
4. O6LaTbcsa 3a NOMOLL b0 B3POCHbIM - POAMUTENM, ONEKYHbI U aaMUHUCTPALMA CanToB Bcerga NoMoryT;

5. Mpongn obyyeHne Ha carte "CeTeBNYOK" U NOMYYn NacnopT LMdpPOBOro rpaxaaHuHal

Mpunoxexune N 2

NHO®OPMALIMOHHAA NMAMATKA
Ona ObYYAKOLWMNXCA AnAd PASMELLEHUA
HA O®ULINATIbHbIX UHTEPHET-PECYPCAX

C KaxgbIM roooM MOMoAEeXM B MHTEPHETE CTAHOBUTHLCA OOmMblue, a LUKOMbHMKM OAHM M3 CaMbIX aKTMBHbIX
nonb3oBaTenen PyHeTta. Mexay Tem, NOMMMO OFPOMHOIO KONTMYeCTBa BO3MOXHOCTEN, MHTEPHET HECET U NpPobieMbl.
3OTa namATKa gomkHa noMo4b Tebe 6e3onacHo HaxoOUTbCS B CETU.

KomnbloTepHble BUpYyChI

KoMnbloTepHbIA BUPYC - 3TO Pa3HOBMAHOCTb KOMMBIOTEPHbIX MPOrpamMm, OTNIMYUTENBHON OCOBEHHOCTBIO
KOTOPOW sIBNSIETCSH CNOCOBHOCTL K PasMHOXEHMWIO. B JONONHEHNE K 3TOMY, BUPYCbI MOFYT NOBPEAMTL UIN MOSTHOCTHHO
YHUYTOXWTb Bce hainbl U AaHHble, MOOKOHTPOSbHbIE MOMb30BaTEM0, OT MMEHW KoToporo Obina 3anyweHa
3apa)xeHHas nporpaMMa, a Takke NOoBPeAUTb UMK Oaxe YHUUTOXWUTb OnepauMoHHY CUCTEMY CO BceMu charnnamm
B LenoM. B 6onbLUMHCTBE CnyYaeB pacnpoCTPaHSATCA BUPYCbl YEPE3 MHTEPHET.

MeToabl 3alMTbl OT BPEeAOHOCHBIX MPOorpamm:

1. Vicnonb3yin coBpeMeHHble onepaumoHHblIE CUCTEMbI, UMEIOLLME Cepbes3Hbli YPOBEHb 3alinTbl OT
BPEOOHOCHBIX NpOrpamm;

2. TlocTosiHHO ycTaHaBnmBawm navtu (UMdPOBLIE 3annaTkM, KOTOpble aBTOMATMYECKM YCTaHaBfMBAKOTCA C
uenblo JopaboTkM nporpammbl) U Opyrme OOHOBIEHUSI CBOEW OMepauuoHHOW cuctemMbl. CkaumBan UX TOMbKO C
oduumanbHoro canta paspabotynka OC. Ecnu cyiectByeT pexxum aBTomaTnideckoro 0GHOBIEHUS, BKITHOYN €r0;

3. PaboTail Ha cBoeM KoMMblOTEpPe Nof NpaBamMu Mosb3oBaTensi, a He agMUHUCTpaTopa. JTO He No3BoNUT
GONbLUMHCTBY BPeAOHOCHbLIX MPOrpamMm VHCTanmMpoBaTbCs Ha TBOEM NepCcoHanbHOM KOMMbIOTEPE;

4, VlCI'IOJ'IbSyVI AHTUBUPYCHbIE NporpamMmMHble NpoAYyKTbl U3BECTHbIX I'IpOI/ISBOﬂ,I/ITeJ'IEIZ, C aBTOMaTU4ECKNM
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obHoBneHnem b6as;
5. OrpaHuyb hnsnyeckuin JOCTYN K KOMMbOTEPY A5 MOCTOPOHHUX NNL;

6. Micnonb3yn BHELWHWE HOCUTENN UHOPMaLUnK, Takne kak dneLuka, AUCK unu dann u3 MHTepHeTa, TONbKO
13 NPOBEPEHHLIX UCTOYHWKOB;

7. He oTKpbIBai KOMNbIOTEPHbIE (halinbl, NONYyYEeHHbIE U3 HEHaAEXHbIX MCTOYHUKOB. [axe Te ¢hainbl, KOTopble
npvcnan TBOW 3HaKOMBbIN. Jly4lle yTOUYHM y HEero, OTNpaBnsn fiv oH Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He BuA nepegayvv OaHHbIX, HE TEXHOMOMMsl, a Bcero nuwb 6peHp, mapka. Ewe B 1991 rogy
HuaepnaHackass komnaHus 3apeructpupoBana 6peHg "WECA", yto obosHayano crnosocodveTaHune "Wireless
Fidelity", koTopbli nepeBoanTcs Kak "6ecnpoBogHasi TOMHOCTL".

[o Hawero BpemeHu folwna gpyras abbpeBmaTtypa, KOTopasi SABMSIETCSl TakoW Xe TexHomnormen. 910
abbpesuatypa "Wi-Fi". Takoe Ha3BaHue GbINO faHO C HAMEKOM Ha CTaHOApPT BbICLLEN 3BYKOBOMW TexHuKkM Hi-Fi, uto
B NepeBoe 03HayaeT "BblcoKasi TOYHOCTL".

[a, 6ecnnaTtHbI MIHTEPHET-0OCTYN B Kadhe, OTENsX U asponopTax ABMASEeTCH OTMYHON BO3MOXHOCTbLIO BbIXOA4a
B MHTEpHeT. HO MHOrme akcnepTbl cumTatoT, UTto obwenoctynHole Wi-Fi cetn He aBnatoTca 6e3onacHbiMu.

CoBeTbl No 6e3onacHocTM paboTbl B 06LWenocTynHbix cetax Wi-fi:

1. He nepepaBan cBoo nudHyt0 WHGoOpMaumio 4epes obuiegoctynHble Wi-Fi cetn. Pabotas B Hux,
XenatenbHO He BBOAUTb MAapOonn A0CTYyNa, JIOrMHbI U Kakne-To HOMepa;

2. Ncnonb3yi n o6HOBMSI aHTUBMPYCHbIE Nporpammel 1 6paHamayep. Tem cambiM Tbl 06e3onacuilb ceds ot
3aKayku BMpyca Ha TBOE YCTPOMNCTBO;

3. MNpwu ncnonesosanmnm Wi-Fi otkntoum dyHkumio "O6wmin goctyn Kk banam mn npuHtepam”. [JaHHas dyHKuus
3aKpbiTa N0 YMOMYaHUIO, OfHAKO HEKOTOPbIE MONb30BaTENN aKTUBUPYIOT ee Arst yAo6CcTBa MCNOoNb30BaHNs B paboTe
unu yyebe;

4. He ncnonb3yn nyonunynein WI-FI ans nepegaym nuuHbIX AaHHbLIX, HANPUMEpP Ansl BbiXo4a B coumarbHble
CETU UMW B 3MEKTPOHHYIO MOYTY;

5. Ncnonb3yi Tonbko 3awmeHHoe coeguHeHnne veped HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobuneHom TenedoHe oTkmoum dyHkumio "Mogkntovenme k Wi-Fi aBTomatunyeckn”. He ponyckan
aBTOMAaTUYECKOro NOAKIoYeHUs ycTponcTaa k cetam Wi-Fi 6e3 1Boero cornacus.

CoumnanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B HALY KU3Hb, MHOTME Niogn paboTaroT M XKMBYT TaM MOCTOSHHO, a B
Facebook yxe 3apernctpupoBaH Munnuapn YerioBek, YTO SIBNSETCA OOQHOW CeAbMOW BCEX XWUTerewn MraHeTbl.
MHorne nonb3oBaTeny He MOHUMAIOT, YTO MHAOPMAaUMsl, pasMeLleHHas UMK B coLMarnbHbIX CETHAX, MOXET ObiTb
HaleHa 1 UCMoNb30oBaHa KEM YrofHO, B TOM Yucne He oba3aTensHo ¢ bnaruMm HamMmepeHnsiMu.

OcCHOBHbIe COBEThI N0 6E30MNaCcHOCTU B CoLnarnbHbIX CETSX:
1. OrpaHunydb cnucok apy3en. Y 1ebsi B Apy3bsiX HE AOMKHO ObITb CrydariHbIX Y HE3HAKOMbIX STHOAEN;

2. 3awmuiarn CBoOK 4acTHYH XM3Hb. He ykasbiBalt naponu, TenedoHbl, agpeca, AaTy TBOEro POXOEHUs U
APYTYIO NUYHYI0 MHADOPMALMIO. 3MOYMBILLNIEHHVKM MOTYT UCMOSb30BaTh Aaxe MHOopMaLnio 0 TOM, Kak Tbl Y TBOU
poauTenu nraHMpyeTe NPOBECTU KaHWKYIbI;
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3. 3awuian cBo penyTauumio - AEPXKM ee B YNCTOTE U 3adaBan cebe Bonpoc: xoTen 6bl Tbl, 4TOOLI Apyrve
nonb3oBaTeny BUAENW, YTO Thl 3arpyxaelb? MNogyman, npexage Yem 4To-To onybnukoBaTth, HaNMcaTb U 3arpy3nTb;

4. Ecnu Tbl roBopuLLb C MoAbMU, KOTOPLIX HE 3Haellb, He UCMOMb3yil CBoe peanbHoe UMS 1 APYTyHo NINYHYI0
MHpOPMaLIMKN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;

5. N3beran pasmelueHuss cpotorpadun B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenennTb TBOE MECTOMONOXEHME;

6. Mpu peructpaumn B coumansHoi ceT HeOBX0AMMO UCMOMb30BaTb CIOXHbLIE Naponu, cocTosLwme 13 Byke
N UMdp U C KONNYECTBOM 3HAKOB HE MeHee 8;

7. lna coumnanbHOM CeTH, NOYTbI U apyrux cantoB H606XO,EI,I/IMO MCNnoJsib30BaThb pa3Hble Naposin. Torpa ecnu
Tebs B3NOoMatoT, TO 3MOYyMbILUNEeHHUKN nony4aT AOoCTyn TOJ1bKO K OAHOMY MECTY, a HE BO BCe Cpas3y.

ONeKTPOHHbIe AeHbIN

ONEKTPOHHbIE AEHbIN - 3TO OMeHb YAOOHLIN Cnocob nnaTexen, OAHaKO CYLECTBYIOT MOLLUEHHWUKKN, KOTopble
XOTAT NOMYYUTb 3TN AEHbLIN.

SﬂeKTpOHHbIe OeHbrn noABMnnUCb coBceM HeagaBHO U MMEHHO U3-3a 3TOro BO MHOIMNMX rocyaapcrtBax OO0 CUX
nop He nponncaHo Npo HUX B 3aKOHax.

B Poccumn ke oHM hyHKLUMOHMPYIOT 1 O HUX YXKe NPOonmMcaHo B 3aKOHe, rae Ux pasgensioT Ha HECKONbKO BUAOB
- @HOHWMHbIE N HE aHOHMMHbIE. Pa3HuLa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoaAUTb
onepauun 6e3 mageHTUdUKauuM nonb3oBaTens, a B HeaHOHUMHbIX MAeHTUdMKauMa nonb3oBaTensd ABNsaeTcs
obsasartensHon.

Takke cnegyet pasnuyaTb 3MEKTPOHHble uMaTHble [AeHbrn (paBHbl FOCY4APCTBEHHbIM BasnTam) W
3NEKTPOHHbIE HedMATHbIE AEHbIMN (HE paBHbl rOCYAAPCTBEHHBIM BarnoTam).

OcHoBHble coBeThbl No 6e3onacHon paboTe ¢ SNEKTPOHHBbIMU AEHbramu:;

1. MpuBSXN K CHETY MOBUITBbHBIV TenedoH. 3To camMbin YAOOHbLINA U ObICTPLIN cNOcob® BOCCTAHOBUTL AOCTYN K
cuety. lMpmBA3aHHLIN TenedoH NOMOXET, ecnu 3abyadellb CBOM MMaTeXHbI Naposfib UNW 3argellb Ha CanT C
HEe3HaKoMOro yCTPONCTBa;

2. Ncnonb3yn ogHopasoBble naponu. Nocne nepexoga Ha ycuneHHyto aBTopusaumio Tebe yxe He Gypet
yrpoXkaTb OMACHOCTb KPaXKu UK Nepexsata MNnaTeXXHOro napons;

3. Beibepu crnoxHbli naponk. MNMpectynHukam 6yaet He NPOCTO yragaTth COXHbIN Naporb. HagexHsle naponu
- 3TO Maponu, KOTopble codepXaT He MeHee 8 3HaKoB U BKIOYatoT B cebsi CTPOYHbIE 1 NPONUCHbIe BykBbl, Lndpbl 1
HeCKOJbKO CMMBOJIOB, TaKue Kak 3HaK donnapa, pyHTa, BocknuuaTtenbHblii 3Hak v T.n. Hanpumep, $tROng!;;

4. He BBOAW CBOM NIMYHbIE AaHHbIE HA calTax, KOTOPbIM HEe AOBEPSELLb.
OneKkTpoHHaA noyTa

OneKTpoHHas MnoyTa - 9TO TEXHONMOrMs U NPeAoCTaBMsiEMble €0 YCMyrM MO MEPECLITKE W MOJTyYEHUIO
3MEKTPOHHbIX COOOLLEHUI, KOTOPbIE pacnpenenstoTcss B KOMMbOTEPHOM ceTu. OBbIYHO SMEKTPOHHbLIA MOYTOBbLIN
ALWWK BbIMAANT criegylowmm obpas3om: MMs_Nonb3oBatena@uMs_aomMeHa. Takke Kpome nepegady npocToro
TEKCTa, UMeeTCH BO3MOXHOCTb NepefasaTb hannbl.

OcHoBHble coBeThbl No 6e3onacHo paboTe C SNEKTPOHHOM NOYTOMN:

1. Hago BbiGpaTh NpaBubHbIN NOYTOBLIN CEpBUC. B MHTEPHETE €CTb OrPOMHbIN BbIGOP 6ecnnaTHbIX NOYTOBbLIX
CEepBWCOB, OAHAKO Nyulle A0BepsTb TEM, KOro 3Haellb U KTO NEPBbI B PEUTUHTE;

2. He ykasbiBam B JNWYHOW MOYTE JWYHYO  MHopMauuio. Hanpumep, nydwe BbibpaTb
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"My3blkanbHbIn_daHaTt@" unu "pok2013" BmecTo "Tema13";

3. Vicnonbayn AByxaTanHyto aBTopusauuio. 3To Korga noMMMo naporis HyXXHO BBOAWTL KOf, MPUChINaeMblii No
SMS;

4. BbiGepn crnoxHbli napornb. Ons kaXaoro novYToBOro silmka LOSMKEH ObiTb CBOW HafeXHbIN, YCTONYMBLIN K
B3rOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NMNYHbIN BOMpOcC, I/ICI'IO.I'IbSyIZ 3TY BO3MOXHOCTb;

6. |/|CI'IOJ'II:>3yI;1 HECKOJIbKO MOYTOBbIX ALLWKOB. I'IepBb||71 Onsi YacTHom nepennckn ¢ agpecaramu, KOTOpbIM Thbl
noBepsdellb. 310 SJ'IeKTpOHHbIﬁ aapec He Hago ucnonb3oBaTb NpU perncTpaunm Ha cbopymax n canrax;

7. He oTkpbiBan hannbl U gpyrne BNoXeHUs B MUCbMax, Aaxe eCnn OHW NpuLnu oT TBouX Apy3en. Jlydwe
YTOUHW Y HUX, OTNPaBnAny Nu oHn Tebe atun dannsi;

8. MNocne okoH4YaHWs paboTbl Ha NOYTOBOM CEPBUCE NepPes 3akpbiTUEM BKIaAKM C calToM He 3abyab HaxaTtb
Ha "Bbinti".

Knb6epO6ynnuHr unu BuptyanbHoe usgeBaTtesibCTBO

KnbepbynnuHr - npecnegoBaHue COOOLLEHUAMU, COAepXaliuMuM OCKOpOeHus, arpeccuio, 3anyruBaHue;
XYINUraHCTBO; coumanbHoe 6oMKOTMPOBaHME C MOMOLLbIO PasfMyHbIX UHTEPHET-CEPBUICOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbynnmMHrom:

1. He Gpocarics B 6on. Jlyqwmnin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCA, TO BHa4ane ycrnokoutbecsi. ECnn Tbl HayHeLWb OTBeYaTb OCKOPOMNEHMAMM HAa OCKOPOMEHUs], TO TOMbKO
eLle 6onblue pasoxkellb KOHIINKT;

2. YnpaBnsawn ceoen knbeppenyrtauuen;
3. AHOHMMHOCTb B CETU MHMMasi. CyLLECTBYIOT CNOCODbI BbISICHUTb, KTO CTOMT 3@ @HOHMMHbIM aKKayHTOM;

4. He cTOWUT BECTU XYNUraHCckuin obpa3s BMPTYyarbHOM XM3HWU. IHTEpHET duKcupyeT BCce TBOW OENCTBUS U
COXpaHseT uX. YaanuTtb ux OyaeT kpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBol BUPTYaribHYH YeCTb CMOSIOAY;

6. NrHopupyn epuHuuHbIN HeratmB. OOHOpa30Bble OCKOPOMTENbHbIE COOBLLUEHMS fy4lle WUrHOPMPOBAaTb.
O6bIYHO arpeccus npekpallaeTcsl Ha HavanbHOW cTaguu;

7. baH arpeccopa. B nporpamMax obmeHa MrHOBEHHbIMU COOOLLEHUAMW, B coUMasibHbIX CETAX €eCTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBKM COOGLLEHWI C onpeaerieHHbIX aapecos;

8. Ecnu Tbl cBMAeTENb kKnbepbynnvHra. TBou OeNCTBUS: BbICTYNWUTb NPOTUB NpecriegoBaternsi, nokasaTtb emy,
YTO €ero OerCTBUS OLIEeHVMBAIOTCA HEraTMBHO, NMOAAEPXKaTb XKEePTBY, KOTOPOM HyXXHa MCUXOorMyeckasi rmomoLlb,
CO0BLWUTL B3POCIbIM O dhaKTe arpeccMBHOrO NoBeAeHUs B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTAOHbI 1 NMaHWeTbl cogepXaT B cebe BNomnHe B3pOChbIf (PyHKUMOHAS, U TENEPb OHU
MOTyT KOHKYPUPOBaTb CO CTaLMOHapHbIMM KoMnbloTepamu. OgHako, cpeacTB 3awuTbl Ansi NOgO0OHbBIX YCTPOMCTB
noka o4yeHb marno. TecTupoBaHUe U NOUCK YSA3BUMOCTEN B HUX NMPOUCXOOMUT HE Tak UHTEHCUBHO, kak and [K, To xe
camoe KacaeTcsl U MOBUMBbHLIX MPUNOXEHWNIA.

COBpeMeHHbIe MOOUMbHbIE 6pay3epb| YKe nNpakTu4eCKkn gOorHarnm HactosibHble aHanorn, 0 AHako paclmpeHne
(*)yHKLI,VIOHaJ'Ia BreveT 3a cobon 60]'IbUJyPO CNOXXHOCTb N MEHbLUYH 3allULEeHHOCTb.
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[aneko He BCce NPOU3BOAUTENM BbINyCKaloT 0OHOBMNEHNS, 3aKpbIBaOLLME KPUTUYECKNE YA3BUMOCTY NS CBOUX
YCTPONCTB.

OcHoBHble coBeTbl A5t 6e30nacHOCTM MOOUIBHOTO Te.l'leq)OHaZ

Huuero He saBnsetca no-HacrtosALwemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, Bedb Koraa Tebe npegnaratoT
OecnnaTHbI KOHTEHT, B HEM MOryTt ObITb CKpPbITbl KaKne-To niaTHbIe YCIyru,

Oyman, npexae 4em oTnpaeuTb SMS, oTo nnm Bngeo. Tbl TOYHO 3HaELb, rae OHW ByayT B KOHEYHOM utore?
HeobxonvMMo 06HOBNSATL OnepaLMoHHY0 CUCTEMY TBOETO CMapTdOHa;
Vcnonb3y aHTUBUPYCHbIE NpOorpaMmbl Ansi MOOUMNbHLIX TenedgoHOB;

He sarpyxai NpunoXeHuUs OT HEW3BECTHOrO WCTOYHMKA, BEAb OHU MOryT coAepaTb BpEeAoHOCHOe
nporpaMmMHoe obecrneyeHue;

Mocne Toro kak Tbl BblOELWb C canTa, rae BBOAMI NUYHYO UHOpMaumio, 3aan B HacTponku bpaysepa u
yaanm cookies;

Mepuoanyeckn nposepsn, Kakne nnaTHble YCryrn akTuBUPOBaHbl Ha TBOEM HOMEDE;
[asawn cBon HOMep MOBUNBHOMO TenedoHa TOMbKO NIAAM, KOTOPbIX Thbl 3HAELLb U KOMY JOBepsELLb;
Bluetooth gomkeH BbITb BbIKMOYEH, KOrga Thl UM He nonb3yellbes. He 3abbiBan nHorga npoBepsATb 3T0.

Online vrpsbl

CoBpeMeHHble OHMaMH-UIPbl - 3TO KpacoUHble, 3axBaTbiBalOLLME Pa3BlevYeHUsi, 00 beaMHAOLLME COTHU ThICAY
YeroBek No Bcemy mupy. Urpoku nccrneayoT AaHHbI MM MUp, obLiarTes Apyr ¢ ApYroM, BbIMOSHSIOT 3adaHus,
CpaXkaloTCcsi C MOHCTPaMM 1 MoMy4atoT OnbIT. 3a yAOBOMbCTBME OHM NNATAT: MOKYNaloT AUCK, OnfiadmMBaloT abOHEMEHT
Unv NprobpeTatoT Kakne-To onLuu.

Bce 3T cpeagctBa uayT Ha nogdepkaHue W pasBUTME WIPbl, a Takke Ha camy G6e30nacHOCTb:
COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPM3aLMM, BbiNycKaloTCsi HOBble NaTyu (UndpoBble 3annaTtku Ans nporpaMm),
3aKpbIBAOTCS YAA3BMMOCTU CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTONbKO CBOMX COMEPHMKOB, CKOJIbKO KPaXku TBOEro Maporisi, Ha
KOTOPOM OCHOBaHa cucTemMa aBTopu3aunm GonbLUMHCTBA Urp.

OcHOBHble COBETbI N0 6€30MaCHOCTM TBOEIO UIPOBOTO aKKkayHTa:
1. Ecnu gpyron urpok Beget cebs nnoxo unm cosgaet Tebe HeNnpuUsaTHOCTU, 3abTOKMPYI €ro B CIUCKE UPOKOB;

2. MNoxanyicsa agMUHUCTpaToOpaM Urpbl Ha NMIIOX0e NOBEAEHME 3TOr0 UIPoKa, JKenaTerNbHO NPUIOKUTL Kakue-
TO [fOKa3aTeNnbCTBa B BUOE CKPUHOB;

3. He ykasbiBan nu4yHyto nHdopmaumio B npodanne urpsbl;

4. YBaxan apyrux y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeoduumnanbHble NaTtin N Moabl;

6. Micnonb3yn CrioxHble N pasHble Naponu;

7. Oaxe BO BpeMs Urpbl HE CTOUT OTKMOYaTb aHTUBMPYC. [MoKa Thbl UrpaeLlb, TBOW KOMNbLIOTEP MOTYT 3apa3sunTb.

PULINHT nnun KpaXa NINYHbIX AaHHbIX

KoHcynbTanTlnioc
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O6bI4HOM Kpa>|<el7| OeHer n OOKyMEeHTOB CerogHd yXe HUKOro He yamBullb, HO C pa3BUTUEM UHTEPHET-
TexHonorunm 3MOYMbILWITEHHUKN nepeMeCTUITMCb B UHTEPHET, N NpOo4OITKalT 3aHMMaTbCA "nobuMbIM" Zienom.

Tak nosiBunacb HoBas yrposa: WHTEPHET-MOLLUEHHUYECTBA UNU OULLIMHT, FNaBHas Lieflb KOTOPOro COCTOUT B
nonyyYyeHnn KoHUAeHLManbHbIX OaHHbIX Mofb3oBaTenen - NorMHOB 1M naponen. Ha aHrnuinckom asbike phishing
ynTaetcs kak uwmHr (ot fishing - peibHas noens, password - naporb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBOMM aKKayHTOM. Ecnun Tbl noagospesaellb, YTO TBOA aHKeTa Obina B3nomaHa, To HeobxogMmo
336J'IOKMpOBaTb ee N coodWwnTb aAMUHUCTpaTopaM pecypca 006 3TOM Kak MOXHO CKopee,

2. |/|CI'IOJ'II:3yl71 Oe3onacHble BeO-calThbl, B TOM Yucne, MHTEepPHEeT-Mara3smHoB U NMOUCKOBbIX CUCTEM;

3. |/|CI'IOJ'Ib3yl71 CNOXHble N pa3Hble Maponun. Takum o6pa30M, ecnun Tebs B3nomalwT, TO 310y MbILLNTEHHUKN
nony4yart AO0CTyNn TONMbKO K O4HOMY TBOEMY I'IpO(bMJ'IIO B CETU, a HE KO BCEM,

4. Ecnn Tebsa B3nomManu, To Heobxogumo npeaynpeants BCeX CBOMX 3HAKOMBbIX, KOTopble AobaBreHbl y Tebs
B OpYy3bsX, O TOM, 4YTO TebsA B3noManu u, BO3MOXHO, OT TBOEro MMeHn ByaeT pacchinaTbCs CnaMm U CCbINKU Ha
PULLIMHIOBbIE CaNnThbl;

5. YcTtaHoBu HagexHbIn naponb (PIN) Ha MoBunbHbIN TenedoH;

6. OTkNto4M coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan dannbl n gpyrme BAOXEHUS B MMCbMax, AaXe eCnv OHU NpULNM OT TBOUX Apy3en. Jlydwe
YTOYHU Y HUX, OTNPaBSN 1 OHM Tebe 3Tn dhannbl.

LUundpoBas penyrauus
Lincdpoas penyTtauusi - 370 HeraTMBHasi Uy NO3UTUBHAA MHAopMaLms B ceTn o Tebe. KomnpomeTupytoLlas
WHpopmaLus, pasMeLLeHHas B UHTEPHETE, MOXET Cepbe3HbIM 0Opa3oM OTPasnUTbCA Ha TBOEW pearlbHOM XXU3HW.

"Lindppoas penytaumst" - 3To TBON UMULXK, KOTOPbIA hopMUupyeTcs u3 MHpopmauum o Tede B MHTEPHETE.

TBOE MECTO XMTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOSIOXKEHME, OCOBEHHOCTU XapaKTepa W pacckasbl O
GnU3KNX - BCE 3TO HaAKaNNMBAETCS B CETU.

MHorne nogpoCTKM IErkOMbICITIEHHO OTHOCATCS K nybrnvkauum nuyHon uHdopmauun B MHTepHeTe, He
NMOHMMasa BO3MOXHbIX NOCreacTBui. Thl gaxe He CMOXeLUb AoragaTtbCsi 0 TOM, YTo dpoTorpadus, pasmMelleHHas 5
neT Hasag, crtana npuynHOM OTKasa NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmMeLleHue TBoux otorpaduii n gpyrme enctens MOryT He MCHe3HyTb Jaxe nocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3Haellb, KTO COXpaHWM 3Ty MHOpMauuo, nonana nm oHa B MOWCKOBbLIE CUCTEMBI U
COXpaHunach M OHa, a rMaBHOE: YTO NogymaroT o0 Tebe oKpyKatloLLme Nogun, KOTopble HanayT u yBuaAaT ato. Hantn
MHGOPMALMIO MHOIO fIeT CMYCTS CMOXET Mobon - kak M3 Jobpbix NOBYXOEHWN, Tak U C HAMEPEHUEM MPUYMHNUTB
Bpea. OT0 MOXeT ObITb KTO YrogHo.

OcHoBHBbIe coBeTbI NO 3awmTe UMPOBON penyTaunm:

1. Nogyman, npexae 4yem 4To-To NybnukoBaThk U NepedaBaTth y cebs B 6rore Unv B CoLManbHON CeTy;

2. B HacTponkax npouns ycTaHoBM OrpaHUYeHnst Ha NPOCMOTP TBOEro Npodouns U ero coaepXumMoro, caenam
ero TonbKo "Ansa gpysen”;

3. He pa3meLyan n He ykasbiBan MHOPMaLMIO, KOTOpash MOXET KOro-nnbo ockopbnaTe unu obmxaTs.

ABTOpCKOe npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJ1b30BaTEJIN LI,VI(*)pOBOFO NpOCTpaHCTBa. OpaHako paneko He Bce
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3HaAKT, 4YTO nNOJb30OBaHMe MHOIMMMM BO3MOXHOCTAMU LI,I/I(prBOFO Mupa Tpe6yeT cobnioaeHus npaB Ha
MHTEeNNeKTyarbHy COOCTBEHHOCTD.

TepMI/lH "I/IHTeJ'IJ'IeKTyaJ'IbHaﬂ cobCTBEHHOCTL" OTHOCUTCH K pas3nn4HbIM TBOPEHUAM YernoBeYyeCKoro yma,
Ha4ynHaa C HOBbIX M3O6peTeHVIl7I N 3HaKOB, 00O3Ha4YaloLWmMX cobCTBEHHOCTbL Ha NpoAYyKTbl U yCnyru, n 3akaH4nBas
KHUramu, (*)OTOFpa(bMﬂMI/l, KMHO(bMﬂbMaMI/I N My3blKalibHbIMU Nnpoun3BeeHUAMN.

ABTOpPCKME MpaBa - 3TO NpaBa Ha WHTEMNNeKTyanbHy COBCTBEHHOCTb Ha NPOU3BEAEHUA HayK1, NUTepaTypsbl
N 1ckyccTBa. ABTOPCKME MpaBa BbICTYNalOT B KAYECTBE rapaHTUM TOro, YTO MHTENMeKTyanbHbIA/ TBOPYECKUA TpyA,
aBTOpa He ByaeT HampacHbIM, 4acT eMy CripaBenuBble BO3MOXHOCTM 3apaboTaTh Ha pesynbTarax CBoero Tpyaa,
Momny4YnTb W3BECTHOCTbL W rMpusHaHue. Hukto 6e3 paspelleHVss aBTopa HE MOXET BOCMPOWU3BOAMTL €ro
npousBeeHne, PacnpocTpaHaTb, Ny6NMYHO OEMOHCTPMPOBaTh, NPoAaBaTh, UMMNOPTMPOBATL, MyCcKaTb B MPOKAT,
NyGNUYHO UCTIONHATB, NMOKa3bIBATL/UCMOMHATL B apupe unu pasmeLlaTs B MIHTepHeTe.

Mcnonb3oBaHue l'I'Il/‘IpaTCKOFO" nporpamMmmMHoro obecneyeHnss MoxeT npmBeCcTtn K MHOIM’MM pUCKaM: OT noTepu
OaHHbIX K TBOUM akKKkayHTamM [0 6J'IOKI/1pOBKM TBOEro yCTpOﬁCTBa, rae yCctaHoBlieHa HenerarbHaa nporpamma. He
CTOMUT Takxe 3abblBaTb, YTO CyLLECTBYIOT JeraribHble n GecnnaTtHble nporpamMmmbl, KOTOpbl€ MOXHO HaWTW B CETWU.

O nopTane

CeTeBUYOK.pdh - TBOWM rMaBHbIN COBETUMK B CETU. 34ECH Thl MOXELLb Y3HATb 0 6€30MaCHOCTUN B CETU NMOHATHBIM
N OOCTYMHBIM S13bIKOM, @ NP BO3HUKHOBEHWUM KPUTUYECKOW CUTyauumn obpaTuTbCs 3a COBETOM. A TakkKe NPUHSATb
y4acTme B KOHKypcax 1 ctaTb caMbiM LIMPOBLIM rpaxaaHnHOM!

Mpunoxexne N 3
NAMATKA AnA POAUTENEW OB UHOOPMALIMOHHON BE30OMNACHOCTU OETEN

OnpeneneHve TepMmnHa "nHdopMaumoHHaa 6e3onacHocTb aeten” cogepxutcs B PegepanbHom 3akoHe N
436-03 "O s3awuTe geten oT MHMOPMaUUK, MPUHUHAIOLLENA Bped WX 300POBLI0 U pasBUTUIO", perynmpylowmm
OTHOLLIEHMS!, CBA3aHHbIE C 3alLMTON AEeTen OT UHpopMaLMK, NPUYMHSIOLLIEN BPEea WX 300POBbLI0 U (MNK) pasBUTUIO.
CornacHo gaHHOMY 3aKOHY "MHGOpMaLMOHHas 6e30nacHOCTb AeTen" - 3TO COCTOSAAHME 3aLLMLLEHHOCTHU, MPY KOTOPOM
OTCYTCTBYET PWUCK, CBSA3@HHbIN C MNPUYMHEHMEM WHopMaUMen Bpega WX 340pOBb0 U (Mnn) husmyeckomy,
NCUXMYECKOMY, LYXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-P3 nHbopmaumnen, NpuumMHSALWLEN Bped 300POBbIO U (MNn) pasBUTUIO
JeTen, ABNAeTcs:

1. MHOpMaLMS, 3anpeLLeHHas sl pacnpocTpaHeHUst Cpean AeTen;

2. WHopmauusa, pacnpocTpaHeHWe KOTOPOW OrpaHMYeHO cpeaun OeTen onpedeneHHbIX BO3pacTHbIX
KaTeropun.

3. K uHdpopmauun, 3anpeLLeHHon ons pacnpocTpaHeHus cpeau AeTen, OTHOCUTCS:

4. nHdopmauus, nobyxaaroLlas AeTeN K COBEPLUEHNIO AEACTBUN, NPEACTaBASOLNX YTPO3Y UX XU3HU 1 (1nn)
3[0POBbIO, B T.4. MPUYMHEHMWIO Bpeaa CBOEMY 3[0POBbIO, CaMOyOUNCTBY;

5. cnocoBHOCTL BbI3BaTh Y AETEW XenaHue ynoTpeduTb HapKOTUYECKME CPEeACTBa, NMCUXOTPOMHbIE U (1nn)
ofypMaHvBalLlMe BellecTBa, TabayHble W3Oenus, ankoroflbHyl W CIMPTOCOAEPXKallylo MNPOAYKUMIO, NMWBO U
HanWTKW, U3roTaBNMBAEMble Ha €ro OCHOBE; MPUHATbL yvacTMe B asapTHbIX WUrpax, 3aHMMaTbCs MPOCTUTYLMEN,
6poaHKHNYECTBOM UK NOMPOLLANHUYECTBOM;

6. obocHoBLIBatOLLIASA UMK onpasabiBaoad 4onyCTMMOCTb HacuUnma n (VIJ'WI) XKECTOKOCTM Nnbo no6y>|<p,arou.|,a;|
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OCYyLLEeCTBINATb HACUITbCTBEHHbIE OENCTBUS MO OTHOLLEHUIO K NIOOAM U XKUBOTHbIM;

7. oTpvuatolas ceMeiHble LEHHOCT U hopMupyloLLas HeyBaXkeHUe K poguTensiM v (Unu) Apyrum yneHam
CeMbM;

8. onpaBabiBatoLLasi NPOTMBOMNPaBHOE NOBEAEHUE;

9. cogepxallasn HeLeH3ypHyto 6paHb;

10. cogepxallan nHpopmaumo nopHorpacmnyeckoro xapakrepa.

K nHdpopmaumu, pacnpocTpaHeHne KOTOpOK orpaHU4eHo cpean AeTen onpeaerneHHoro Bo3pacrta, OTHOCUTCS:

1. MHCt)OpMaLI,Mﬂ, npeacraendemMada B snae |/|306pa>|<eH|/|;| UM onncaHna XecToKOoCT!, (*)I/I3I/I‘-IeCKOFO n (I/IJ'II/I)
NCUXNYECKOro Hacunua, npecrtynieHna nnm nHoro aHTI/IO6U.leCTBeHHOFO DEencTBus;

2. BbI3blBaKOLLAA y A€TEW CTpaXx, y>Kac Unu NaHuky, B T.4. NpeacTaBngemMas B BUAe U300paxkeHns nim onmcaHms
B YHWXalOLLEen 4ernoBeveckoe AOCTOMHCTBO (hOpMeE HEeHaCUITbCTBEHHOW CMepTu, 3aboneBaHusi, camoybuincTea,
HecYacTHOro criyyas, aBapum unu katactpodbl 1 (MnNn) nx NOCNeacTBUN;

3. npencraensiemMas B Buae W300paeHuUs WM OMMCaHMS MOSOBbIX OTHOLUEHUN MeXay MY>XYMHON U
YKEHLLNHON;

4. cogepallasa bpaHHble CrioBa 1 BblpaXXeHUs, He OTHOCALLMECS K HELLleH3YpHOW BpaHu.

C yuyetom atoro Bam npegnaratotca npasuna paboTbl B ceT MHTEpHET Ans pasfuyHbIX BO3PACTHbIX
KaTeropuin, cobnogeHne KoTopbiX NO3BONNT obecneynTb MHAOPMALMOHHYI0 6e30MacHOCTb BalLMX AETEN.

O6wue npaBuna gna pogurenen

1. HesaBuncmmo o1 Bo3pacTa pebeHka ucnonb3yinTe nporpammHoe obecneyeHne, nomorawulee ounbTpoBaTb
N KOHTPONMpOBaTb MHOPMaLMIO, HO HE NonaranTecb MNOMHOCTLIO Ha Hero. Balle BHUMaHME K peBGeHKy - rmaBHbIN
MeTop, 3aLUnThI.

2. Ecnn Baw pebeHOK MmeeT akkayHT Ha OAHOM M3 couumanbHbiXx cepsucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru un 1.n.), BHUMATENbHO N3y4nTe, Kakyto MHGPOPMAaLMIO NOMELLAT ero y4acTHUKU B CBOUX NPodounsx u
onorax, Bkntovasi goTtorpadmm u BUAEO.

3. MNMpoBepbTe, C KakMMn OPYrMMIn cakTaMm CBsi3aH coumnanbHbIn cepBuc Balero peberka. CtpaHunykm Bawero
pebeHka MoryT ObiTb 6e3onacHbiMM, HO MOFYT M codepXaTb CCbIIKM Ha HexemnaTernbHble M OnacHble CaunTbl
(HanpvmMep, NOPHOCaNT, UNKN CanT, HAa KOTOPOM APYr YNOMWHAET HOMep COTOBOro TenedgoHa Bawero pebeHka unu
Baw gomawHuin agpec)

4. Moowpsinte Bawunx geten coobwarts 060 BCEM CTPAHHOM MMM OTTaNKMBAKOLWEM U HE CIIULLIKOM OCTPO
pearnpywte, Korga oHu 3To genatoT (U3-3a onaceHus noTepsaTb 4OCTYN K IHTEpHETY 4EeTU HE rOBOPST POAUTENSM O
npobrnemax, a Takke MOryT HayaTb MCMoMb3oBaTk VIHTEpHET BHE JOMa W LUKOSbI).

5. BygbTe B Kypce ceTeBou Xu3Hn Bawero pebeHka. ViHTepecyiTech, KTo Ux Apy3bsi B VIHTEPHET Tak Xe, Kak
WHTEpecyeTecb pearnbHbIMU OPY3bsMU.

BospacTt ot 7 pno 8 ner

B WNHTepHeTe peGeHOK cTapaeTcs MOCETUTb Te UMM WHble CaiTbl, 8 BO3MOXHO M 4aTbl, paspelleHne Ha
noceLleHne KOTOpPbIX OH He nonyyun Gbl oT poguTeneit. MoaTomy poanTensiM 0cOGEHHO NoreaHbl byayT Te OTYeTHl,
KOTOpble NPeaoCTaBMATCS NporpaMMamMy MO OrpaHUYEHWo Mcnonb3oBaHus WHTepHeTa, T.e. Pogutenbckuii
KOHTPOIb WUIW TO, YTO Bbl CMOXETE YBUAEThH BO BpeMeEHHbIX hainax. B pesynbraTte, y pebeHka He GyAeT OLLyLLeHMs,
YTO 3@ HUM BeAETCS NOCTOSAHHbBIN KOHTPOSb, OAHAKO, POAUTENN ByAyT No-NPeXHeMy 3HaTb, Kakue canTbl nocellaeT
nx pebeHok. [leTn B gaHHOM Bo3pacTe 06ragatoT CUINbHbIM YYBCTBOM CEMbW, OHWU OOBEPYMBLI U HE COMHEBAIOTCS B
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aBTopuTeTax. OHun nobsaT urpatb B cCceTeBble Urpbl U NyTewecTBOBaTb Mo MHTepHeTy, NCMNoJb3yA 3NMEKTPOHHYHO
nouyTy, 3aXxoOouTb Ha CanTbl N YaTbl, HE pekoMeHaoBaHHble poanTenamMmun.

CoBeTbl No 6e3onacHocTy B ceTn NHTepHeT ans aeten 7 - 8 net

1. CospgaviTe CMMCOK LOMALLUHMX MpaBuil MOcelleHust VIHTepHeTa npu ydacTum getel u TpebyinTe ero
BbINOSTHEHUA.

2. Tpebyiite oT Bawero pebeHka cobnofeHUsi BpEMEHHbIX HOPM HaxoXAeHWsl 3a KoMMbtoTepoM. MokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HUM He MOToMy YTo Bam 3To xoueTcs, a notomy 4To Bbl Gecnokoutech o ero
Ge3onacHOCTU 1 Bcerga rotoBbl eMy NoMOYb.

3. KomnbloTep ¢ nogkntoyeHnem kK MIHTEpHETY OOIKeH HaxoouTbecs B 0OOLen komHaTe nof MpucMoTpoM
poauTenen.

4, |/|CI'IOJ'II:3yl71Te cneunarnbHble OeTCK1e NonckoBble MaLLUHbI.

5. Ucnonbayiite cpeactBa 6rnoknMpoBaHUSA HexenaTernbHOr0 KOHTEHTa Kak AOMOfHeHWe K cTaHdapTHOMY
Poautenbckomy KOHTPOSHO.

6. CosfgainTe ceMenHbl ANEKTPOHHbIN ALUK, YTOObI HE NO3BONUTL AEeTAM UMETb COBCTBEHHLIE adpeca.

7. BnokmpyiTte gocTtyn k cavtam ¢ 6ecnnaTHbIMU MOYTOBbIMU SLMKAMU C MOMOLLbIO COOTBETCTBYIOLLENO
nporpaMmMHoro obecneyeHus.

8. Mpuyunte pgeten coeetoBaTbCA ¢ Bamn nepen onybnukoBaHMEM KakoW-NMBO MHdOpMauMK cpeacTBamm
3NEKTPOHHON MOYTbI, YaTOB, PEMMCTPALMOHHBIX OOPM U Npodunen.

9. Hayunte geten He 3arpyaTb dainnbl, nporpamMmmbl UnNu My3biky 6€3 Ballero cornacusi.
10. He paspeluainte getsim Ucnonb3oBaTh CAy>KObl MTHOBEHHOrO 0OMeHa CoobLLIEHNSIMN.

11. B "Genbit" cnucok canToB, paspeLUeHHbIX [Afs1 MOCELLEHMS, BHOCUTE TOMbKO CalTbl C XOpOLUEW
penyTaumen.

12. He 3abbiBante GecegoBaTb € AeTbMU 00 uX Opy3bsx B MIHTepHeTe, Kak ecnu Obl peyb Wwa o Apy3bsX B
peanbHOM XU3HMU.

13. He genante "taby" n3 BONpOCOB NOSIOBOW XWU3HW, TaK Kak B IHTepHETE AeTn MOryT Nerko HaTKHYTbCs Ha
nopHorpaduo unu cantol "gnsi B3pocrnbIx".

14. MNpwnyuyunte Bawero pebeHka coobwate Bam 0O NoBbIX yrpo3ax unm Tpesorax, CBsA3aHHbIX C VIHTepHeToM.
OcTtaBainTecb CMOKOWHLIMW U HAaMOMHUTE OETAM, YTO OHM B Ge3onacHOCTW, ecrnv camn pacckasann Bam O CBOMX
TpeBorax. [oxBanute nx n NOCOBETYWTE NOQONTM eLle pa3 B NoJ0OHbIX Cryyasix.

Bo3spacTt geten ot 9 go 12 net

B maHHOM BO3pacTe [eTW, Kak MpaBuIio, yXe HachbllaHbl O TOM, Kakasl MHdopMauus CyLlecTByeT B
WHTepHeTe. CoBepLUEHHO HOPMaIbHO, YTO OHU XOTAT 3T0 YBUAETb, MPOYECTb, YCrblaTb. [py 3TOM HY>KHO MOMHUTD,
YTO AOCTYN K HexernaTeNnbHbIM MaTepranam MOXHO Nerko 3abrokupoBaTtb Npv NomoLlm cpeacTB PoanTenbckoro
KOHTPONS.

CoBeTbl N0 be3onacHocTy Anga aeten ot 9 ao 12 net

1. CosganTe CNMCOK AOMAaLWIHWMX MpaBun nocewenns WHTepHeT npu ydactuu getenm m Tpebynte ero
BbIMOMNMHEHUS,

2. Tpebyiite oT Baluero pebeHka cobrnogeHnst HOPM HaXOXOEHUSI 38 KOMMbIOTEPOM.
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3. Habntogavite 3a pebeHkom npu paboTe 3a KOMMbLIOTEPOM, NMOKaXUTE emy, 4To Bbl Gecrnokontecb 0 ero
6Ge3onacHoOCTM 1 Bceraa rotoBbl OkaszaTb eMy NMOMOLLb.

4. KomnbloTep c¢ nogknoyeHvem B VIHTepHET OOmkeH HaxoauTbecs B OOLWel KOMHaTe Mnog MpUCMOTPOM
poautenen.

5. |/|CI'IOJ'Ib3yl7ITe cpenctea 6J'IOKI/1pOBaHI/1$| HeXenaTtenibHOro KOHTEeHTa KaK AOOMNOfIHeHMe K CTaHOapTHOMY
POﬂMTeJ'IbCKOMy KOHTPOIHO.

6. He 3abbiBaiiTe NpuHUMaThL HEMOCPEACTBEHHOE y4acTue B XuU3HM pebeHka, GecefoBaTth ¢ 4eTbMU 006 WX
Apy3bsx B MIHTepHeTe.

7. HactauBainTe, 4ToGbl 4€TW HUKOrAa He cornallanncb Ha fMYHble BCTPeYM C Apy3bsMu Mo VIHTEpHETY.
8. Mo3BonsanTe geTam 3axouThb TONbKO Ha calThbl U3 "Genoro” cnucka, KOTopkIN co3aanTe BMECTE C HUMMN.

9. Mpuyynte geTen HUKOrga He BblAaBaTb NMUYHYI0 MHAOPMALMIO CpegcTBaMy ANEKTPOHHOW MOYTLI, YaToB,
CUCTEM MIHOBEHHOro 0bMeHa CooBLLEHNMU, PErMCTPaLMOHHBIX POPM, NMNYHBIX Npodmnen n Npu perncTpaummn Ha
KOHKypcbl B IHTepHeTe.

10. MNpuyynte geten He 3arpyxaTtb nporpaMmmbl 6e3 Bawero paspelueHns. OBbACHUTE UM, YTO OHU MOTYT
CryyYariHo 3arpy3unTb BUPYCbl UNW ApYyroe HexenartensHoe nporpammHoe obecneyeHue.

11. Cosgante Bawemy pebeHKy orpaHMYeHHYH YY4eTHY0 3anuck st paboTbl Ha KOMMNbIOTEpPE.

12. MpunyumnTe Bawero pebeHka coobLiaTe Bam O NOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanoMHuTe aetam, 4To oHM B 6€30MacHOCTM, ECMM CaMu pacckasanu BaMm O CBOMX TPEBOrax M OnaceHusix.

13. Pacckaxute getsim o nopHorpadgum B IHTepHeTe.

14. HactamBanTte Ha TOM, 4TobObl 4EeTK NPEAOCTaBMANM BaM AOCTYN K CBOEN 3NEKTPOHHOM no4yTe, YToObl Bbl
y6eamnmce, YTO OHU He ObLLalTCs C HE3HaAKOMLLAMM.

15. OGbsAICHUTE OETAM, YTO Hemnb3s UCMOSb30BaTb CETb OJ1St XYNUraHCTBa, pacnpoCTpaHeHUs CrrieTeH unm
yrpos.

Bo3spacTt geten ot 13 o 17 net

B aTom BO3pacTe NogpoCTKM aKTUBHO MCMOSb3YIOT NMOUCKOBbIE MaLUMHbI, NOMb3YTCS SMEKTPOHHON NOYTOMN,
cnyx6amm MrHOBeHHOro obmeHa COOGLLEHMSIMU, CKauMBaKOT MY3blKy U punbMbl. Manbyvkam B 9TOM BoO3pacTe
bonblue NO HpaBy CMeTaTb BCE OFPaHWMYEHWs, OHW XaxayT rpyboro toMopa, asapTHbIX WUrp, KapTUHOK "ans
B3pocnbIx". [leBoukn npegnounTaoT obwiatbcs B 4artax, Npu 3TOM OHM ropasno Goree 4YyBCTBUTESNbHbI K
cekcyanbHbIM goMoraTenscTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe pPOAUTENSM YXe BeCbMa CIOXHO KOHTPONMPOBAaTb CBOMX AEeTeN, Tak kak 06
VIHTepHETE OHM yXe 3HalT 3Ha4MTenbHO Gonblle CBOMX poguTenen. Tem He MeHee, He OTMycKamTe OeTen B
"cBobogHoe nnaBaHue" no MHtepHeTy. CTapanTeck akTMBHO y4acTBoBaTh B 00weHnn pebeHka B MIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogatb npaBuna WHTepHeT-6e3onacHOCTM - cornalleHne  Mexagy
poauTenamu n agetbMu. Kpome Toro, Heo6xoaumMo kak MOXHO Yalle MpocMaTpmBaTh OTYETbI O AEATENBHOCTM AeTel
B WHTepHeTe. CnegyeT ob6paTtuTb BHUMAHWE Ha HEOOXOOMMOCTb COAEpPXKaHUs POAMTENBLCKUX naporen (naponew
aAMUHUCTPaTOPOB) B CTPOrOM CeKpeTe 1 06paTuTb BHMUMaHWE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 go 17 net
1. Co3pgainTe CnNMCOK AOMALLHUX NpaBun nocelleHnss VIHTepHeTa npu yvacTum MOAPOCTKOB U Tpebyinte

Ge3ycnoBHOro ero BbinosnHeHns. OBroeopute ¢ peGEeHKOM CMCOK 3arnpeLleHHbIX caiToB ("Y4epHblii cnncok"), Yachbl
paboTbl B VIHTEpHETE, PYKOBOACTBO MO 06LLEHUIO B MIHTepHeTe (B TOM unche B YaTax).
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2. KOMFIb}OTep C NogKno4eHnem K cetun VlHTepHeT JOIMKEeH HaxoauTbCs B 00LLIEN KOMHaTe.

3. He 3abbiBanTte 6ecenoBath ¢ 4eTbMu 06 Mx Apy3bsix B IHTEpHETe, O TOM, YeM OHU 3aHATLI TakuM 00pasom,
OyATo peydb NAET O ApY3bsX B pearnbHOoM Xu3Hu. CrnpalumBanTte o fogsix, C KOTOPbIMKU AeT 06LLalTCA NOCPEACTBOM
CNy>6 MrHOBEHHOrO 06MeHa CoobLLeHNAMK, YTOObI YOeauTbes, YTO 3TN MOAN UM 3HAKOMBI.

4, |/|CI'IOJ'Ib3yl7ITe cpenctea 6J'IOKl/Ip0BaHI/IF| HeXenaTeflbHOro KOHTEeHTa KaK AOONOofiHeHue K CTaHOapTHOMY
POﬂMTeJ'IbCKOMy KOHTPOIIO.

5. Heobxoaumo 3HaTb, Kaknmmn Yatamm Nnonb3yrTCA Bawwu pgetw. |_|OOLLI,pF|IZTe ncnonb3oBaHne MogepupyemMbix
yaToB M HacTamBaunTe, YTobbI neTn He O6LIJ.aJ'IIACb B NPpMBaTHOM peXxunme.

6. HactauBaiite Ha ToM, YTOOb! O0EeTU HUKOraa He BCTpeYalnucb JIMYHO C APYy3bAMU N3 CEeTU MHTepHeT.

7. Mpuyunte OeTeil He BblaaBaTb CBOK JIMYHYKO MH(OPMAaLMIO CpeAcTBamMy SSIEKTPOHHOW MOYThI, 4aToB,
CUCTEM MIHOBEHHOrO oB6MeHa COOBLLEHUAMM, PEFUCTPALIMOHHBIX YOPM, NIUYHBIX NpouUnelt U Npu perucTpaummn Ha
KOHKypCbl B MIHTEepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHuns. OBbACHUTE UM, YTO OHM MOTyT
CryyYariHo 3arpy3unTb BUPYCbl UNW ApYyroe HexenartensHoe nporpammHoe obecneyeHue.

9. MpuyynTte Bawero pebeHka coobiaTe BaMm O NtobbIX yrpo3ax unm Tpesorax, CBsA3aHHbIX ¢ VIHTepHeToM.
HanoMHute getam, 4to OHM B 6€30MacHOCTM, eCcnv camy pacckasanu BaMm, O CBOMX Yrpo3ax Mnu TpeBorax.
lMoxBanuTe UX 1 NOCOBETYNTE NOAONTY eLle pa3 B NodobHbIX criyyasix.

10. Pacckaxute getam o nopHorpacum B WHTepHete. lNMomornte mm 3awmtutbes OT cnama. Hayuute
MOAPOCTKOB He BblAdaBaTh B VIHTEpHETE CBOErO peanbHOro SfeKTPOHHOIO agpeca, He OTBeYaThb Ha HEXenaTenbHble
nMcbma 1 UCnosnb30BaTh cneumarnbHble NoYToBble PUMLTPLI.

11. MNpuydnte cebsa 3HaKOMUTBLCS C canTamm, KOTOPbIE MOCELLA0T NOAPOCTKN.

12. Hayunte geten yBaxaTb gpyrMx B MHTEpHETE. Yb6eauTech, UTO OHM 3HAOT O TOM, YTO NpaBuia XopoLLero
NoBeAEHUA OENCTBYIOT BE3[e - faXe B BUPTyarnbHOM MUPE.

13. OObBbsACHUTE [eTaM, 4YTO HM B KOEM Chnyyae Henb3st ucnonb3oBatb CeTb AONns  XyNUraHcTea,
pacnpocTpaHeHWsi CMETEH UMK Yyrpo3 APYrM NI0OsM.

14. O6cyaute ¢ nogpocTkamm Npobrembl CETEBbLIX a3apTHbIX UMP Y X BO3MOXHbLIN pUCK. HanomHuTe, Yto Aetn
He MOTyT UrpaTb B 3TW UrPbl COrMAacHO 3aKOoHY.

IMOCTOAHHO KOHTPONUPYWTE UCNoNb3oBaHue ViHTepHeTa Bawum pebeHkom! 3To He HapyLleHne ero JIM4HOro
NpOCTpaHCTBa, a Mepa NpegoCTOPOXHOCTU U NposiBreHne Ballen poantenbckom OTBETCTBEHHOCTU U 3a60Thl.

KoHcynbTanTlnioc

www.consultant.ru CtpaHuua 15 u3 15
HageXHasi npaBoBasi noaaepxka
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